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AGENDA

• The Risk and The 
Opportunity

• Regulation, Standards 
and Best Practice

• BSI Solution

• FIA and BSI Partnership
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• $11 Trillion per year value 
from the Internet of Things 
(IoT) by 2025

• 65% of CEOs see the IoT 
as strategically important in 
digital transformation

• 38.6 Billion devices will be 
online by 2025 

*Gartner

The Internet of Things

The Opportunity
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The Internet of Things

The Risk

Security

• Loss of Control: hacking 
devices to switch them off or 
put them in an unsafe state 

• Loss of Data: theft or 
ransom of essential / 
valuable data 

• Distributed Denial of 
Service: ‘hi-jacking’ of 
insecure IoT devices and 
denial of service.

Three big issues with 
connected devices
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Implications for the

Fire Industry

• Life critical system  : basic 
functionality cannot be 
compromised

• Core detection/alarm 
functionality must be 
protected

• Essential to have assurance 
that security has been 
designed in from the outset
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Where do BSI Fit? 

Kitemark Certification 

• Testing 

• Auditing 

• Continually checking

• A mark of trust 



Copyright © 2020 BSI. All rights reserved

BSI “Mark of trust” process

• Engineering change?

• Patch management?

• Supply chain control?

• Support?

• The Kitemark covers product supply chain and life cycle
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The Standards
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Regulation Standards & Best Practice

UK Leading the way in regulation 2022

• Applies to consumer products

• 1st phase –minimum: passwords and policies

EU: IoT security into Radio Equipment Directive 2024

• Only applies to products with radio connectivity

• Will apply to both consumer and industrial

• Likely to be wider scope: full standard:

• Consumer: ETSI EN 303 645 Cybersecurity for Consumer IoT

• Industrial: IEC 62443-4-2 – Cybersecurity for Industrial Control Systems
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FIA and BSI partnership



FIA and BSI partnership

This collaboration builds on BSI’s existing relationship with the FIA and we look forward 
to continuing our work with the trade association to bring benefits to its members in 
the future.

Renata Kopka, Marketing Manager at the FIA comments: 

‘The FIA is excited to be collaborating with BSI. Our partnership will offer FIA members 
a worthwhile discount on the BSI IoT Kitemark which is great step forward in 
incentivising the IoT in the fire-safety industry. We look forward to continuing our work 
with BSI to bring more benefits to the UK fire safety industry.’
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Just the beginning…



Questions…


