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AGENDA

 The Risk and The
Opportunity

« Regulation, Standards
and Best Practice

« BSI Solution

« FIA and BSI Partnership




"he Internet of Things

"he Opportunity

« $11 Trillion per year value
from the Internet of Things
(IoT) by 2025

« 65%0 of CEOs see the IoT
as strategically important in
digital transformation

« 38.6 Billion devices will be
online by 2025

*Gartner



"he Internet of Things

"he Risk

Three big issues with
connected devices

Loss of Control: hacking
devices to switch them off or
put them in an unsafe state

Loss of Data: theft or
ransom of essential /
valuable data

Distributed Denial of
Service: ‘hi-jacking’ of
insecure IoT devices and
denial of service.



« Life critical system : basic
functionality cannot be
compromised

« Core detection/alarm
functionality must be
protected

Implications for the

« Essential to have assurance
that security has been
designed in from the outset



Where do BSI Fit?

Kitemark Certification
 Testing

« Auditing
 Continually checking
« A mark of trust




BSI “Mark of trust” process

Continually reflecting the
Initial Factory changing world in terms of:

Assessment Standards / Accidents / Regulations /
Technology / Market expectations

Application Type testing

Many certification schemes end here. Scheme
Audit

testing of
the product

They are a "one-off" process and do not updating
offer much assurance for product

. Engineering change? supplied in the future.

« Patch management?

Regular factory
« Supply chain control? inspections

« Support?

« The Kitemark covers product supply chain and life cycle Continual Assurance
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The Standards

i

Dapartrmant for
Digited, G ture,
Muedia & Sport

Code of Practice for
Consumer loT Security

,.i OWARSP

Open Web Application
Security Project

Security Foundation

loT Cybersecurity: Regulation Ready

ETS' EN 303 645 V2.1.1 (2020-06)

EUROPEAN STANDARD

OWASPrors

INTERNET OF THINGS *°*

NIST

National Institute of
Standards and Technology
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Regulation Standards & Best Practice

IFSEC

GLOBAL

Promises to better protect UK
consumers against insecure loT
products with launch of Product
Security and Telecommunications
Infrastructure Bill

The Prodact Swsarsy and Telecommunicasang Intasuractuns (P57 B0 4 Swaigred 13 bedw srotect chiowm, retecits
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Press release 28 October 202

Englisn ()

UK Leading the way in regulation 2022

« Applies to consumer products

« 1stphase —minimum: passwords and policies

EU: 10T security into Radio Equipment Directive 2024
« Only applies to products with radio connectivity

« Will apply to both consumer and industrial

 Likely to be wider scope: full standard:

* Consumer: ETSI EN 303 645 Cybersecurity for Consumer 0T
* Industrial: IEC 62443-4-2 — Cybersecurity for Industrial Control Systems

Sedrch

Commission strengthens cybersecurity of wireless devices
and products
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making excellence a habit’
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FIA and BSI partnership

This collaboration builds on BSI's existing relationship with the FIA and we look forward
to continuing our work with the trade association to bring benefits to its members in
the future.

Renata Kopka, Marketing Manager at the FIA comments:
‘The FIA is excited to be collaborating with BSI. Our partnership will offer FIA members
a worthwhile discount on the BSI 10T Kitemark which is great step forward in

incentivising the 10T in the fire-safety industry. We look forward to continuing our work
with BSI to bring more benefits to the UK fire safety industry.’

bsi.
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Dedicated

Landing Page

SI- Inspiring trust for a more resilient world.

Fire Industry Association

(FIA) members page

Internet of Things devices Kitemark

Find out what BSI has to offer:

Through owr Fill cut the form and once of our specialists will be in touch:
partnership with FIA we

are delighted to offer l

EIA Members: Request a quote:

Fire Industry Association

10% reduction of all sath g Bt e i Fig SRl ert. Hine?

pre certification fees
related to Kitemark certification for our Internet of
things devices Kitemark

The BSI Kitermark has bean developed in responss to the
growth of internet connected products, and is designed to
helo corsumers confidently and easily identify the ToT
devices they can trust to be s2fe, seoure and functional,

BSI is the business improvement and standards comgany
thaz enables organizations to tum standards of best
practice into habits of excellence, inspiring trust for & more
resilient world'. For over & century BSI has driven best
practice in organizations around the workd, Working with
over 77,500 dlients across 195 countries, it is a truly global
business with skills 2nd experience zcross all sactors
includirg swtomotive, serospace, built emvironment, food
and retail and healthcars, Through its expertise in
Standards and ¥nowledge, Assurance Services, Regulatory
Services and Consulting Senvices, BSI helps dients o
imgrowve their performance, grow sustainably, manage risk
and ultimately become more resilient.
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ik Here

It hesaks like you Gd nol want 0 receise emals from
s Oick here before submitting this Torm to activate

your email address,

851 takes your privacy seriously. From me o Gme we would like
Lo contact you with details of products end/or services we offer I7
wau consent to ws contadting you for this purpose, please tick
bedow Lo say how you wauld like Lo be contached :

Emnai =

Phong

Diract Mail

SMS

Please see the 35 ary Matice Turther information reganding your rights.

I have read the BEI Privacy Motice and consant to the processing of my

personal data



bsi



Questions...

&
bSl Internet of

Things -
Residential

KITEMARK™
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